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Organisation& Governance
Á 15 highlyskilledresources, MD, PhD  
Á President, Vice-President, Technical Director are full professors 
Á Scientific commette
Á Board of directors: 2 representativesfor eachmemberwith equalvote right
Á Three specialisedlaboratoriesat eachof the three Universities

ü Roma TRE Researchon Multi-sensorpositioning, Phasedarray antennaswith meta-materials
ü Roma Tor Vergata: Researchon Multi-bearertelecombasedon Satcom& Cellular for rail applications
ü[Ω!ǉǳƛƭŀΥ ±н·Σ ±нL ¢ŜƭŜŎƻƳΣ ±ƛǊǘǳŀƭ ¢ŜǎǘƛƴƎΣ /ȅōŜǊǎŜŎǳǊƛǘȅΣ Connectedςautonomouscar applications

Á Turn-ƻǾŜǊ нлнпΥ мΦот aϵ
Á Scientific pubblicationson international journals and conferences collectedabout500 citations

We are a public-private entity for Research, Innovations and Technology transfer
Ç  created in 2001 as consortium between universities and industries
Ç  non profit organisation
Ç  SME status
Ç  members of the consortium are three universities, Roma-TRE, Roma Tor Vergata, 
      [Ω!ǉǳƛƭŀ ŀƴŘ ǘƘǊŜŜ ƛƴŘǳǎǘǊƛŜǎΣ IƛǘŀŎƘƛ wŀƛƭ {¢{Σ LƴǘŜŎǎΣ ŀƴŘ /ŜƎŜƪŀ
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Mission
Applied Research, 
Innovation and 

Knowledge Sharing in the 
emerging fields of ICT

Support for young 
Graduates PhD Students, 

PostDocs, through 
scholarships, awards 

internship

Vision
The 3S priorities:

üVehicle positioning 
with Safety proof 

üSustainability 
leveraging on a mix of 
technologies including 
satellites

üSynergy between rail, 
road and maritime 
technologies for 
autonomous driving 

Preparing for the digitalisation of transportation



Our competences

High Accuracy, High Integrity 
Positioning For Automating 

Transportation Systems

Multi -Sensor Positioning

AI -based connectivity platform 
to use cellular -satcom networks

Laboratories to simulate, test 
and validate new technologies 
for safety critical operational 

scenarios  

Main Research areas
Next Generation 
Communications

Integration of SATCOM into 
5G and 6G

Low Latency Multi-Access 
Edge Computing

Secure Communications

State of the Art Crypto 
Engine

NIST Elliptic Curves

Post Quantum 
Computing NIST  
Encryption



Multi -year Research & Innovation plan

2012 2016 2020 2024 20282013 2014 2015 2025 202620272017 2018 2019 2021 2022 2023
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SBS phase 1 and 2
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Novara ðRho Pilot line by RFIERTMS with RFI

Multi -Modal AU-Network

European Rail Industry  UNIFE
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Radiolabs core 
technologies

IƛƎƘ ƛƴǘŜƎǊƛǘȅ 
ǇƻǎƛǘƛƻƴƛƴƎ

{ŀǘŎƻƳ ϧ ǇǳōƭƛŎ  
¢ŜƭŜŎƻƳ

Cybersecurity

Testing & Validation   

Pioneers of GNSS for train positioning and satcom communications  we 
expanded our competences  to the automotive and maritime self-driving 
applications leveraging on safety, technical synergies and production scale of 
each sector

* Brussels, 5.3.2025 COM(2025) 95 final 

ñEU needs to build its own 
industrial capacities for connected 
and automated vehicles to use 
space-based data and services for 
navigation, high precision 
positioning, secure connectivity 
provided by Galileo/EGNOS/IRIS* ά



CoreTechnologies

IƛƎƘ ƛƴǘŜƎǊƛǘȅ 
ǇƻǎƛǘƛƻƴƛƴƎ

Satcom & public  
Telecom

Cybersecurity

Testing & Validation  



The digitalisation of the transports relies on the availability of accurate geo-ƭƻŎŀƭƛȊŀǘƛƻƴ ǘƻ ƎǳŀǊŀƴǘŜŜ ǘƘŜ ǾŜƘƛŎƭŜΩǎ 
positioning everywhere with high integrity and safety. GNSS absolute positioning is complemented by other sensors 
leading to  multi-sensors application-tailored solutions. 

GNSS-based multi-sensors for high integrity positioning & perception 

Our capabilities spans 
the entire innovation 
lifecycle to guarantee the 
safety, competitiveness, 
compliance to standard 
and more importantly 
the independency in a 
sector crucial for the 
economy, know-how and 
job creation



A plan for 2-Tier Augmentation Network for Rail and Automotive 

The goal is to use EGNOS, GALILEO, HAS and Local networks  

All-in-one infrastructure  providing 
incremental services with the latest 
technologies DGNSS, NRTK, PPP-RTK
RTCM SC-104 and SC-134 standards

HELMET - Satellite technologies for autonomous, connected and ecosustainable transport | Radiolabs

https://www.radiolabs.it/en/helmet-satellite-technologies-for-autonomous-connected-and-ecosustainable-transport/
https://www.radiolabs.it/en/helmet-satellite-technologies-for-autonomous-connected-and-ecosustainable-transport/
https://www.radiolabs.it/en/helmet-satellite-technologies-for-autonomous-connected-and-ecosustainable-transport/
https://www.radiolabs.it/en/helmet-satellite-technologies-for-autonomous-connected-and-ecosustainable-transport/
https://www.radiolabs.it/en/helmet-satellite-technologies-for-autonomous-connected-and-ecosustainable-transport/


RAN - Rete di Augmentation Nazionale 

Multi ð tiers architecture: EGNOS 

+ Local networks 

National coverage

ERTMS and CCAM applications

Compatible with COTS receivers 

RTCM SC-104, 134

Demo tests for Rail & Automotive 

applications

RAIL: EGNOS only,  AU -

messages using a FRMCS 

channel

RAIL & Automotive: 2 -Tier 

AU -network (EGNOS + 

Local)

Development and prototyping of an Augmentation Network for Rail and Automotive applications

Liaison with Europeõs Rail FA6 FutuReproject

wŀŘƛƻƭŀōǎ ǇŀǊǘƴŜǊ ƻŦ ǘƘŜ ƴŀǘƛƻƴŀƭ ŀǳƎƳŜƴǘŀǘƛƻƴ ƴŜǘǿƻǊƪ ŦƻǊ ŀǳǘƻƴƻƳƻǳǎ Ƴƻōƛƭƛǘȅ μ wŀŘƛƻƭŀōǎ

https://www.radiolabs.it/en/radiolabs-partner-of-the-national-augmentation-network-for-autonomous-mobility/


Multi -modal augmentation network for different services

GPS + GALILEO + EGNOS

Radiolabs multimodal-secure GNSS augmentation 

network architecture supports multiple Service 

Levels (SLs), where each SL satisfies a set of 

requirements linked to specific rail, automotive and 

maritime. High accuracy and integrity positioning. 

SBAS and Local Networks are combined in two-

tiers to elaborate corrections for the on-board 

positioning system   

Focus on Resiliency proof: make the multimodal augmentation network and consequently the 
entire EGNSS-based positioning system robust and resilient against potential cyber-attacks

HELMET - Satellite technologies for autonomous, connected and ecosustainable transport | Radiolabs

https://www.radiolabs.it/en/helmet-satellite-technologies-for-autonomous-connected-and-ecosustainable-transport/
https://www.radiolabs.it/en/helmet-satellite-technologies-for-autonomous-connected-and-ecosustainable-transport/
https://www.radiolabs.it/en/helmet-satellite-technologies-for-autonomous-connected-and-ecosustainable-transport/
https://www.radiolabs.it/en/helmet-satellite-technologies-for-autonomous-connected-and-ecosustainable-transport/
https://www.radiolabs.it/en/helmet-satellite-technologies-for-autonomous-connected-and-ecosustainable-transport/


Novel PVT engine using GPS, GALILEO, EGNOS, IMU, dual frequencies together 
with SS-ARAIM processing for feared events mitigation to ensure a train 
positioning estimation with the required integrity and accuracy 

aƛǘƛƎŀǘƛƻƴ ǘŜŎƘƴƛǉǳŜǎ ŀƎŀƛƴǎǘ ŦŜŀǊŜŘ ŜǾŜƴǘǎ 

o LƻƴƻǎǇƘŜǊƛŎ CǊŜŜ /ƻƳōƛƴŀǘƛƻƴ

o /ŀǊǊƛŜǊ ǎƳƻƻǘƘƛƴƎ ƻŦ ǇǎŜǳŘƻǊŀƴƎŜ ƳŜŀǎǳǊŜƳŜƴǘǎ

C9 .ŀǊǊƛŜǊǎ

o LƻƴƻπŦǊŜŜ /ƻŘŜ aƛƴǳǎ /ŀǊǊƛŜǊ aƻƴƛǘƻǊ

o DŜƻƳŜǘǊȅ CǊŜŜ /ƻƳōƛƴŀǘƛƻƴ aƻƴƛǘƻǊ

o {ƛƎƴŀƭ ǘƻ bƻƛǎŜ wŀǘƛƻ LƴŘƛŎŀǘƻǊ

o 5ƻǇǇƭŜǊ /ƻƘŜǊŜƴŎŜ LƴŘƛŎŀǘƻǊ

o {ŀǘŜƭƭƛǘŜ ±ƛǎƛōƛƭƛǘȅ 5ŜǘŜŎǘƻǊ 

Geo-Localization platform with FDE for ERTMS Train control system



Geo-localization performance for the ERTMS train positioning

GPS + GALILEO + EGNOS

PVT  + ARAIM 
Computation

SBAS FDE 
Processing (DFMC) 

SBAS 
CorrectionsSatellite 

Healthiness

wŀƴƎŜπ
5ƻƳŀƛƴ
C59

La¦Σ 
hŘƻƳŜǘŜǊ

Healthy 
GNSS Raw 

Measurements

Our new GNSS-IMU Positioning platform is 
compatible with the virtual balise application and 
the requirements of the Advanced Safe Train 
Positioning ASTP device. 

10m requirement for ASTP

5 m for Virtual Balise



High accuracy - integrity positioning 
 based on GNSS-RTK  and smart phones 

On road data acquisition 5ŀǘŀ ǇǊƻŎŜǎǎƛƴƎ ŦƻǊ ŘƛƎƛǘŀƭ ƳŀǇ ǇǊƻǾƛǎƛƻƴƛƴƎ

GNSS, Video sensors, Digital maps for smart road safety critical applications

Platform for the production of high integrity digital maps

Intelligent Speed Assistance (ISA)
with GNSS-Digital Map, Video



RTCM SC-104 and SC-134

AIMN  Simulator

RINEX file

OBU  #1

Simulator

RINEX file

Reference 

Station #n

AUGMENTATION AND INTEGRITY MONITORING NETWORK 

CONTROL CENTRE

é

RINEX file

Reference 

Station #1

Logging

Analytics 

& 

Reporting

Timing

PVT+PL

IMU file ODO file

EGNOS file

VIRGILIO is a digital environment entirely 
developed by Radiolabs to simulate  with H/W 
in the loop the performance of GNSS-based 
multi -sensor positioning solutions т including 
Augmentation networks - for safety-critical rail, 
road and maritime applications. The 
performance of VIRGILIO, for the most stringent 
safety requirements SIL-4 of the ERTMS, have 
been validated through the MAAST (MatLab 
Algorithm Availability Simulation Tool) of the 
Stanford University GPS Laboratory within a 
cooperation with Radiolabs and also by several 
intensive test campaigns

VIRGILIO ð High Fidelity Simulator for GNSS -based multi sensor positioning systems 

EGNOS-Galileo-Dual Frequency ready
        cloud-based architecture



Trustworthy reference 
baseline for the position 
of the vessel during 
berthing

Sensing system 
devoted to collect 
data during the vessel 
motion

Ashore segment 

- GNSS reference 
antenna on the port 
terminal 

- Vision systems 
(LIDAR) on the dock

Onboard segment

- 4 GNSS antennas

- 2 IMUs in order to 
retrieve the complete 
position of the vessel.

Trustworthy reference trajectory

Geo-localization with high accuracy -integrity for autonomous ship berthing

Augmentation

& Integrity Data

(incl. Local Hazards Maps)

PAVT

and

Confidence 

Intervals

INTEGRITY 

MONITORING
6 DoFPVT

ENGINE

MULTI-SENSOR

FDE (Stage B)

Marine 

Digital Map

Digital Maps

GNSS 

Receiver

IMU

LIDAR

I/F

Imaging

I/F

5G 

Receiver

Echo

Sounder

RADAR

Acoustic 

Sensors
FDE

Stage A

Kinematic 

Sensors

Communication

Subsystem

DŜƻπƭƻŎŀƭƛȊŀǘƛƻƴ ǇƭŀǘŦƻǊƳ 

¢ƘŜ ǘǊǳǎǘǿƻǊǘƘȅ ǊŜŦŜǊŜƴŎŜ ǘǊŀƧŜŎǘƻǊȅ ƛǎ ŀƴ ƛƴŘƛǎǇŜƴǎŀōƭŜ ǘƻƻƭ ǘƻ ŀǎǎŜǎǎ ǘƘŜ ǇŜǊŦƻǊƳŀƴŎŜ ƻŦ ǘƘŜ ǎƘƛǇ ƎŜƻπƭƻŎŀƭƛȊŀǘƛƻƴ ǎȅǎǘŜƳ ǘƻ ƎǳŀǊŀƴǘŜŜ 
ŎƻƳǇƭƛŀƴŎȅ ǿƛǘƘ ǎŀŦŜǘȅ ǊŜǉǳƛǊŜƳŜƴǘǎ ŀƴŘ ƳƛƴƛƳƛǎŀǘƛƻƴ ƻŦ ǘƘŜ Ǌƛǎƪ ƻŦ ǇƻǎǎƛōƭŜ ŘŀƳŀƎŜǎ ŦǊƻƳ ŜȄŎŜǎǎƛǾŜ ǇƻǎƛǘƛƻƴƛƴƎΣ ǎǇŜŜŘ ŀƴŘ ōƻǿ ŀƴƎƭŜǎ 
ŜǎǘƛƳŀǘƛƻƴ ŀƴŘ ǇƻǎǎƛōƭŜ ƛƴǘŜǊŦŜǊŜƴŎŜǎΦ wŀŘƛƻƭŀōǎ ƛǎ ŎƻπǇǊƛƳŜ ŎƻƴǘǊŀŎǘƻǊ ƻŦ ǘƘŜ D{!. ǇǊƻƧŜŎǘ ƭŜŘ ōȅ DǊƛƳŀƭŘƛ wŀŘƛƻƭŀōǎ ǇŀǊǘƴŜǊ ƻŦ 
DǊƛƳŀƭŘƛ ŦƻǊ ǘƘŜ D{!. ǇǊƻƧŜŎǘ μ wŀŘƛƻƭŀōǎ

https://www.radiolabs.it/en/radiolabs-partner-of-grimaldi-for-the-gsab-project/
https://www.radiolabs.it/en/radiolabs-partner-of-grimaldi-for-the-gsab-project/


High accuracy and secure positioning for Assisted Berthing systems

h
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9ƭƭƛǎǎƻƛŘŜŘƛ ŎƻƴŎŜƴǘǊŀȊƛƻƴŜ
ƻǾŜǊōƻǳƴŘƛƴƎDŀǳǎǎƛŀƴ ǊΦǾΦŎƻƴ 
tŎҐмπtIaL

Ἵὦt[

Ship distance from the dock, speed and bow 
angle must be estimated with high precision 
and must be resilient to interferences

The signals of the antennas are demodulated using the same oscillator, clock, and a common carrier phase tracking loop. So far signal 
differences eliminate the need to solve both phase ambiguities and receiver clock signal errors, with a drastic increase of the navigation data 
availability. Moreover, the use of a common digital loop for carrier phase tracking reduces the probability of having a misleading information 
due to cycle slip. In addition, high rejection of interference signals, including jamming and spoofing, is provided. The GNSS receiver is the 
evolution of the Digital Beamforming developed for rail applications



Å Track Discriminationς Responsible for discriminating the Track in view 
where the train is located.

Å Enhanced Odometer ς Providing odometer information with 
performances better than those described in Subset 041 ISSUE 3.2.0.

Å 1D and 3D Position

Å 1D position information is the estimated relative position on the 
track of the Train

Å 3D position information is the estimated position information when 
the track has not been discriminated yet or the localization is totally 
unknown (e.g. start-up).

Use of GNSS, Video, LiDAR sensors for train applications 

3D landmark 
detection

Train
Absolute
positioning

Train on
track

positioning

3D & 1D Positioning

Pointcloud
odometry

IMU/GNSS 
module

POINTCLOUD

Fusion

Enhanced odometry

Enhanced Odometer

¢ǊŀŎƪ 5ƛǎŎǊƛƳƛƴŀǘƛƻƴ

Go ahead to VOLIERA-2 project | Radiolabs

https://www.radiolabs.it/en/go-ahead-to-voliera-2-project/
https://www.radiolabs.it/en/go-ahead-to-voliera-2-project/
https://www.radiolabs.it/en/go-ahead-to-voliera-2-project/


Virtual environment for digital twin of rail scenarios



Digital maps

Å GNSS + Visual + LiDAR

Å Computer vision on Deep 

Learning

AI assisted 
railway object 

detection
Images

PointCloud

Extracted 
object

3D Object relative 
positioning respect to 

bodyframe

3D Object absolute 
positioning respect to 

global frame

Train absolute 
3D positioning

Object 
coordinates

DIGITAL 
MAP

INS/GNSS

S
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n
s
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rs

PPP/RTK

Fault detection 
and Discard

(FDD)

Analysis of 
confidence 
boundaries

P
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Railway 
object
dataset

Training DL 
algorithm

Position&Orientation
Engine

Track lengths, 
geocoordinates, 

curvatures, 
gradient, etc

Track 
geometry

Digital maps and object recognition for GNSS-based | Radiolabs

https://www.radiolabs.it/en/digital-maps-and-object-recognition-for-gnss-based/
https://www.radiolabs.it/en/digital-maps-and-object-recognition-for-gnss-based/
https://www.radiolabs.it/en/digital-maps-and-object-recognition-for-gnss-based/


FDE process for Camera and LiDAR 

FDE for camera starts with calibration, where thresholds are set to 

determine image quality based on the mean and standard deviations of the 

above four KPIs. Next is the detection phase, where the dataset is tested 

against these thresholds. Images scoring below the thresholds are marked 

as "good," while those above are "bad." The final detection results are 

computed using an OR operation on each image quality evaluator's results. 

FDE applied to LiDAR data are to enable 

the identification and mitigation of sensor 

faults and prevent the faults from reaching 

the processing stage. Sensorsô data is 

individually assessed to remove outliers. 

Detecting and discarding faulty data in 

LiDAR point clouds is crucial for 

ensuring the accuracy of 3D 

environmental models. Point clouds often 

contain noise and outliers, especially in 

large-scale or rugged terrain scenarios. 

Camera

LiDAR

RAW DATA

Nominal 

operating 

condition

Th1

Th2

Th3

Th4

MAD 

PIQE

NIQE

BRISQUE

Data processing
Calibration process

Full 

dataset

Data 

processing

Detection process

Detection OR
0

1

Full 

Point 

Cloud 

dataset

Data 

processing

FDE process

Outlier 

Detection
Filtering

Full filtered 

Point Cloud

Cameras and LiDAR, 
perception 
robustnessmust be 
assessed since impacts 
on the safety of 
autonomous driving 
systems



FDE for a Camera -LiDAR sensor fusion solution 

Camera-based methods leverage 

feature tracking and visual 

odometry for localization but are 

sensitive to illumination changes 

and occlusions. LiDAR-based 

approaches rely on geometric 

features and point cloud 

registration but struggle in 

textureless environments and 

suffer from drift. Both modalities 

degrade under challenging 

environmental conditions: cameras 

suffer from poor contrast and 

occlusions, while LiDAR returns 

become sparse or noisy due to 

scattering and absorption. The 

fusion of these two modalities 

enhances perception robustness by 

mitigating individual sensor 

limitations, thereby enabling more 

accurate and complete mapping of 

railway environments 

Alignment 

aŜǊƎŜ 

aŀǘŎƘ Ǉƻƛƴǘǎ ōŜǘǿŜŜƴ Ǉƻƛƴǘ ŎƭƻǳŘǎ
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Remove incorrect matches

Recover rotation and translation ς minimize 

error

Registration using ICP
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/ƻƴǾŜǊƎŜƴŎŜ ŎƘŜŎƪ

Remove incorrect matches

Recover rotation and translation ς minimize 

error

Registration using ICP

Alignment & Merging



Core Technologie s

High integrity 
positioning

{ŀǘŎƻƳ ϧ ǇǳōƭƛŎ  
¢ŜƭŜŎƻƳ

/ȅōŜǊǎŜŎǳǊƛǘȅ

Testing & Validation   



Pioneering Satcom & Terrestrial Telecom Networks for Rail Applications 

The growth of cellular and satellite telecom systems with the 5G and broadband mobile satellites are creating a global and pervasive 
telecom infrastructure offering connectivity services in any place of the world. Furthermore, 5G will provide millisecond latencies and 
ŰĲƣƽŸƖťШљƚũŔĦŔŰŊњШĦċƓċĤŔũŔƣŔĲƚШƣőċƣШċƖĲШŔĬĲċũШƣŸШƖĲċũŔǍĲШĤĲƚƓŸťĲШƻŔƖƣƨċũШŰĲƣƽŸƖťƚЮШÉċƣĦŸůШĦŸŰƚƣĲũũċƣŔŸŰƚШШŸŉШƚůċũũШƚċƣĲũũŔƣĲƚ in low earth 
orbits are delivering internet access globally with latency comparable to fiber optics without building a dedicated infrastructure

3GPP Release 17+ NTN: Direct-to-Device Satellite

Release 17 allows direct access to satellite with 
standard  mobile phones opening the way for the 
interoperability among different networks that can be 
used  overcoming the distinction between satellite and 
terrestrial access with seamless roaming capabilities 
between the two segments  This standard allows today 
data rate up to tens of kilobits anticipating Releases 18 
and 19 that will allow higher data rates and better 
performance with on board processing satellite 
payloads, ensuring global connectivity

Costs of public-satcom solutions vs dedicated networks

/wнллосC¦мΦǇŘŦ wŀŘƛƻƭŀōǎ ƭŜŀŘƛƴƎ ŀ ǎǘǳŘȅ ƻƴ ŜƳŜǊƎƛƴƎ ǘŜƭŜŎƻƳ ōŜŀǊŜǊǎ ŦƻǊ Ǌŀƛƭǿŀȅǎ μ wŀŘƛƻƭŀōǎ

https://www.witpress.com/Secure/elibrary/papers/CR20/CR20036FU1.pdf
https://www.witpress.com/Secure/elibrary/papers/CR20/CR20036FU1.pdf
https://www.witpress.com/Secure/elibrary/papers/CR20/CR20036FU1.pdf
https://www.witpress.com/Secure/elibrary/papers/CR20/CR20036FU1.pdf
https://www.witpress.com/Secure/elibrary/papers/CR20/CR20036FU1.pdf
https://www.radiolabs.it/en/ab4rail-project-approved-by-shift2rail/


Multi -bearer Capabilities already Validated

Starlink opened a new era with + 7000 sat in 
orbit and new ones to allow smartphones to 
connect to sat using the 4Gmobile standard, 
without any special antenna. Kuiper of 
Amazon started launching first sats of a 
3200 sat constellation. In Europe OneWeb of 
Eutelsat and the IRIS-2 from EU-Commission 
are following this path 

Reference The Economist

Migration from wired networks to wire-less solutions for Smart Wayside 
Object Controller SWOC

Migration from legacy-GSM-R to technology neutral FRMCS  Multi-bearer network with same KPI and resiliency 
of dedicated networks already tested with RFI in 
Sardinia and other projects 

{ŀƳŜ YtL ŀƴŘ 
wŜǎƛƭƛŜƴŎȅ ƻŦ ŀ 
ŘŜŘƛŎŀǘŜŘ 
ƴŜǘǿƻǊƪ

{р[9/¢ π рD ϧ {ŀǘŎƻƳ ŦƻǊ wŀƛƭǿŀȅǎ μ wŀŘƛƻƭŀōǎThe emulradio4Rail project has been completed successfully - The first test in virtual mode | Radiolabs

https://www.radiolabs.it/en/progetti/s5lect-5g-satcom-for-railways/
https://www.radiolabs.it/en/progetti/s5lect-5g-satcom-for-railways/
https://www.radiolabs.it/en/progetti/s5lect-5g-satcom-for-railways/
https://www.radiolabs.it/en/progetti/s5lect-5g-satcom-for-railways/
https://www.radiolabs.it/en/progetti/s5lect-5g-satcom-for-railways/
https://www.radiolabs.it/en/progetti/s5lect-5g-satcom-for-railways/
https://www.radiolabs.it/en/the-emulradio4rail-project-has-been-completed-successfully-the-first-test-in-virtual-mode/
https://www.radiolabs.it/en/the-emulradio4rail-project-has-been-completed-successfully-the-first-test-in-virtual-mode/
https://www.radiolabs.it/en/the-emulradio4rail-project-has-been-completed-successfully-the-first-test-in-virtual-mode/


Simulator -Emulator for Telecom Networks 

Interface with 
ERTMS

CCAM-Smart Roads

Simulator-emulator tool to analyse the performance of various telecom networks in the operational scenario



Cognitive Algorithms 

AI is used for processing non trusted public networks 
to create a multi-bearer network with at least the 
same QoS achievable with a dedicated network. This 
process is based on the collection-classification of 
representative data from the field and of a  proper 
learning methodology to train the algorithms 

/Ŝƭƭ о

/Ŝƭƭ м

satcom

Multipath
Router

QoS

Cell 2

SAT4TRAIN | Radiolabs

https://www.radiolabs.it/en/progetti/sat4train-2/


Core Technologie s

IƛƎƘ ƛƴǘŜƎǊƛǘȅ 
ǇƻǎƛǘƛƻƴƛƴƎ

{ŀǘŎƻƳ ϧ ǇǳōƭƛŎ  
¢ŜƭŜŎƻƳ

Cybersecurity

Testing & Validation 



The platform consists of a 4-element phased array 
antenna and a 4-coherent channels front-end to 
detect, mitigate the jammers and cleaning GNSS 
signals at the input of the receiver. This platform ς 
already verified for the ERTMS - will be engineered & 
tested for the Rail & Maritime applications

GNSS Anti -jam RF-to -RF On Board Unit for ERTMS Train Control

GNSS positioning has to be resilient
to signal jamming and spoofing

Novel Anti-Jamming Techniques for GNSS-based ERTMS Train Control - Inside GNSS - Global Navigation Satellite Systems Engineering, Policy, and Design

https://insidegnss.com/novel-anti-jamming-techniques-for-gnss-based-ertms-train-control/
https://insidegnss.com/novel-anti-jamming-techniques-for-gnss-based-ertms-train-control/
https://insidegnss.com/novel-anti-jamming-techniques-for-gnss-based-ertms-train-control/
https://insidegnss.com/novel-anti-jamming-techniques-for-gnss-based-ertms-train-control/
https://insidegnss.com/novel-anti-jamming-techniques-for-gnss-based-ertms-train-control/
https://insidegnss.com/novel-anti-jamming-techniques-for-gnss-based-ertms-train-control/
https://insidegnss.com/novel-anti-jamming-techniques-for-gnss-based-ertms-train-control/
https://insidegnss.com/novel-anti-jamming-techniques-for-gnss-based-ertms-train-control/
https://insidegnss.com/novel-anti-jamming-techniques-for-gnss-based-ertms-train-control/
https://insidegnss.com/novel-anti-jamming-techniques-for-gnss-based-ertms-train-control/


Cripto-enginefor multi-sensorprotectionagainstcyber attacks

Ẃ ±ŜƘƛŎƭŜ ǇǊƻǘŜŎǘƛƻƴ ŀǊŎƘƛǘŜŎǘǳǊŜ ŦǊƻƳ /ȅōŜǊ   ŀǘǘŀŎƪǎ ǘƘǊƻǳƎƘ ŜƴŎǊȅǇǘƛƻƴ 
ŀƴŘ ƛƴŦƻǊƳŀǘƛƻƴ ǎƛƎƴŀǘǳǊŜ ŀƭƎƻǊƛǘƘƳǎ ƛƳǇƭŜƳŜƴǘŜŘ ōȅ ǘƘŜ ƛƴŘƛǾƛŘǳŀƭ ƻƴπ
ōƻŀǊŘ ŎƻƴǘǊƻƭ ǳƴƛǘǎ ό5ƛǎǘǊƛōǳǘŜŘ ǎŜŎǳǊƛǘȅ ǇƭŀǘŦƻǊƳύ

Ẃ .ōƭƻŎƪŎƘŀƛƴπōŀǎŜŘ ŀǊŎƘƛǘŜŎǘǳǊŜ ǘƻ ǊŜŎƻǊŘ ǎŜǉǳŜƴŎŜǎ ƻŦ ŜȄŎƘŀƴƎŜŘ 
ƛƴŦƻǊƳŀǘƛƻƴ Ŧƭƻǿǎ 

Ẃ /ǊȅǇǘƻ 9ƴƎƛƴŜ ƛƴ ŀ ǇƻǎǘπǉǳŀƴǘǳƳ ŎǊȅǇǘƻƎǊŀǇƘȅ ǇŜǊǎǇŜŎǘƛǾŜΦ

Cyber-ǎŜŎǳǊŜ ±ŜƘƛŎƭŜΩǎ ǇƻǎƛǘƛƻƴƛƴƎ ǿƛǘƘ Ǉƻǎǘ vǳŀƴǘǳƳ ϧ .ƭƻŎƪŎƘŀƛƴ ǘŜŎƘƴƻƭƻƎȅ μ wŀŘƛƻƭŀōǎ

https://www.radiolabs.it/en/cyber-secure-vehicles-positioning-with-post-quantum-blockchain-technology/
https://www.radiolabs.it/en/cyber-secure-vehicles-positioning-with-post-quantum-blockchain-technology/
https://www.radiolabs.it/en/cyber-secure-vehicles-positioning-with-post-quantum-blockchain-technology/


Core Technologie s

High integrity 
positioning

Satcom & public  
Telecom

Cybersecurity

Testing & Validation 



¢ƘŜ ƻǾŜǊŀƭƭ ŘŜǾŜƭƻǇƳŜƴǘ ǇǊƻŎŜǎǎ Ƴǳǎǘ ōŜ ǾŜǊƛŦƛŜŘ ōȅ ƛŘŜƴǘƛŦȅƛƴƎ Ǌƛǎƪǎ ŀƴŘ ƳƛǘƛƎŀǘƛƻƴ ƳŜŀǎǳǊŜǎ ƎŀƛƴƛƴƎ ǎǘŀǘƛǎǘƛŎŀƭ ŎƻƴŦƛŘŜƴŎŜ 
ƛƴ ŀ ǎȅǎǘŜƳΩǎ ŀōƛƭƛǘȅ ǘƻ ƘŀƴŘƭŜ ǳǎŜ ŎŀǎŜǎΣ ŀƴŘ ƛŘŜƴǘƛŦȅƛƴƎ ŜŘƎŜ ŎŀǎŜǎ ƛƳǇŀŎǘƛƴƎ ǘƘŜ ǎŀŦŜǘȅΦ 9ŀŎƘ ǎȅǎǘŜƳ Ƙŀǎ ǘƻ ōŜ ǘŜǎǘŜŘ ƛƴ 
ƻǇŜǊŀǘƛƻƴŀƭ ǎŎŜƴŀǊƛƻǎ ŀƴŘ ŀƴ ƘȅōǊƛŘ ŀǇǇǊƻŀŎƘ ŎƻƴǎƛǎǘƛƴƎ ƻŦ ǾƛǊǘǳŀƭ ǘŜǎǘǎ ƛƴ ŎƻƴǘǊƻƭƭŜŘ ŜƴǾƛǊƻƴƳŜƴǘǎ όǎƛƳǳƭŀǘƛƻƴΣ ǘǊŀŎƪΣ 
ƘŀǊŘǿŀǊŜπƛƴπǘƘŜπƭƻƻǇΣ ǎƻŦǘǿŀǊŜπƛƴπǘƘŜπƭƻƻǇΣ ŜǘŎΦύ ŀƴŘ ƛƴ ŦƛŜƭŘ ǘŜǎǘǎ ƛǎ ƻǳǊ ŀǇǇǊƻŀŎƘ ŀǎ ŎƻǎǘπŜŦŦƛŎƛŜƴǘ ŀǇǇǊƻŀŎƘ ŀƭƭƻǿƛƴƎ ǘƻ 
ŜǾŀƭǳŀǘŜ ǘƘŜ ōŜƘŀǾƛƻǳǊ ƻŦ ǘƘŜ ǎȅǎǘŜƳ ōȅ ƛƴƧŜŎǘƛƴƎ Ŧŀǳƭǘǎ ǘƻ ǊŜǇǊƻŘǳŎƛƴƎ ǾŜǊȅ ǊŀǊŜ ŜǾŜƴǘǎ ǘƘŀǘ ŀǊŜ ŘƛŦŦƛŎǳƭǘ ǘƻ ƛŘŜƴǘƛŦȅ ǿƛǘƘ ŦƛŜƭŘ 
ǘŜǎǘǎΦ

¢Ǌŀƛƴ ŀƴŘ ŎŀǊ ǇƻǎƛǘƛƻƴƛƴƎ ōŀǎŜŘ ƻƴ ƳǳƭǘƛǇƭŜ ǎŜƴǎƻǊǎ ŦǊƻƳ ǇǊƻǘƻǘȅǇƛƴƎ ǎǘŀƎŜǎ ǘƻ ǇǊƻŘǳŎǘƛƻƴ ǊŜƭŜŀǎŜ ƛƴǾƻƭǾŜ ǎŜǾŜǊŀƭ 
ŘŜǾŜƭƻǇƳŜƴǘ ǇƘŀǎŜǎΦ ¢ƘŜǎŜ ƛƴŎƭǳŘŜ ǘƘŜ ŀōƛƭƛǘȅ ŦƻǊ ǘƘŜǎŜ ǘŜŎƘƴƻƭƻƎƛŜǎ ǘƻ ǇŜǊŦƻǊƳ ǘƘŜƛǊ ŦǳƴŎǘƛƻƴǎ ƛƴ ƪƴƻǿƴ ǳǎŜ ŎŀǎŜǎ ǘƻ 
ŘŜƳƻƴǎǘǊŀǘŜ ŀ ǎŀŦŜ ǎǘŀǘŜ ǿƘŜƴ ǘƘŜǊŜ ŀǊŜ ƛŘŜƴǘƛŦƛŜŘ ǎȅǎǘŜƳ ŀƴŘ ǎŜƴǎƻǊ ŦŀƛƭǳǊŜǎΣ ŀƴŘ ǊŜŀŎǘ ǊŜŀǎƻƴŀōƭȅ ǎŀŦŜƭȅ ƛƴ ŜŘƎŜ ŎŀǎŜǎΦ 

²Ŝ ƘŀǾŜ ǇƛƻƴŜŜǊŜŘ ǘƘƛǎ ƘȅōǊƛŘ ǘŜǎǘƛƴƎ ŀǇǇǊƻŀŎƘ ŦƻǊ ǘƘŜ ¢Ǌŀƛƴ ŀǇǇƭƛŎŀǘƛƻƴǎ ǿƛǘƘ ǘƘŜ DŀǘŜпwŀƛƭ ǇǊƻƧŜŎǘ ƭŜŀŘƛƴƎ ǘƻ ǘƘŜ 
±ƛŎŜпwŀƛƭ ŀǊŎƘƛǘŜŎǘǳǊŜ ǳƴŘŜǊ ŘŜǾŜƭƻǇƳŜƴǘ ƛƴ ǘƘŜ 9ǳǊƻǇŜŀƴ ŎƻƴǘŜȄǘΦ CƻǊ ǘƘŜ ŀǳǘƻƳƻǘƛǾŜ ŀǇǇƭƛŎŀǘƛƻƴǎ ǿŜ ŀǊŜ ŘŜǾŜƭƻǇƛƴƎ tπ
/!w ŀ ǾƛǊǘǳŀƭƛǎŜŘ ǘŜǎǘƛƴƎ ŜƴǾƛǊƻƴƳŜƴǘ ŦƻǊ ǘƘŜ ŎƻƴƴŜŎǘŜŘ ŀƴŘ ŀǳǘƻƴƻƳƻǳǎ ŎŀǊǎ ŀƛƳƛƴƎ ǘƻ ōŜŎƻƳŜ ŀƴ ŀŎŎǊŜŘƛǘŜŘ ƭŀōƻǊŀǘƻǊȅΦ 

The Role of Hybrid Testing for V&V and Safety 

Assurance 

GATE4RAIL

https://gate4rail.eu/


Hybrid Virtualised Testing for Certification of EGNSS in Railway Train Positioning 

https://www.vice4rail.eu/

https://www.linkedin.com/in/vice4rail-project/

Liaison with Europeõs Rail FA2 R2DATO project

Rail Testing Site (RFI- San Donato)

Radiolabs is partner of the VICE4RAIL project to develop and deploy HyVICE - the Hybrid Virtualized Testing Certification platform to validate 

GNSS.-based positioning devices. The Vice4Rail system consists of a dedicated train, the railways circuit at S.Donato (5.5 Km), the laboratories 

of Radiolabs to emulate GNSS signals including global/local hazards, augmentation signals and of CEDEX for the ERTMS. The GNSS unit on 

board the train is fed by synthetic RF signals to emulating different operational scenarios. The IMU data - synchronised with GNSS ς are 

recorded on the field to reproduce realistic behaviours. The GNSS and IMU data are then transmitted to the ERTMS laboratory to assess in 

one place the end2end performance of the ERTMS with GNSS-based train positioning devices under different operational scenarios.

https://www.vice4rail.eu/
https://www.linkedin.com/in/vice4rail-project/
https://www.linkedin.com/in/vice4rail-project/
https://www.linkedin.com/in/vice4rail-project/


P-CAR Laboratory

ᵔ Baselineinfrastructureforvalidationofafirstsetof

ConnectedandAutonomousDriving(CAD)functions

accordingtocurrentregulationsandrecommendations

ᵔ CCAM services assisted by smart road/smart infrastructure

ᵔ Extension to terrestrial and non-terrestrial communications

ᵔ Resilience to cyber -attacks of positioning services

ᵔ Geo-distributed laboratory platform

ᵔ Inclusion of on-field testing

ᵔ Prepare for the pilot exploitation

phase 1 -completed
laboratory baseline

phase 2 ǃon going
smart road use cases validation

phase 3 ǃ2026
pilot exploitation + Connected Tram

ᵔ Involvement of OEM,Tier Xs to start services, and

ᵔ ASI, ESA, CCAM community for the qualification accreditation of

P-CAR laboratory Connected, autonomous driving Trams  

9{! π 9{!πōŀŎƪŜŘ ŀǳǘƻƴƻƳƻǳǎ ŘǊƛǾƛƴƎ ƭŀō ǎŜǘ ŦƻǊ Lǘŀƭȅ

Cybersecure advanced ISA

Intersection crossing with increased awareness

Highway chauffeur- auto pilot with lane keeping, ISA, AEBS for 

Emergency braking and ACC for safe distance from vehicles, 

Platooning

https://www.esa.int/Applications/Satellite_navigation/ESA-backed_autonomous_driving_lab_set_for_Italy
https://www.esa.int/Applications/Satellite_navigation/ESA-backed_autonomous_driving_lab_set_for_Italy
https://www.esa.int/Applications/Satellite_navigation/ESA-backed_autonomous_driving_lab_set_for_Italy
https://www.esa.int/Applications/Satellite_navigation/ESA-backed_autonomous_driving_lab_set_for_Italy
https://www.esa.int/Applications/Satellite_navigation/ESA-backed_autonomous_driving_lab_set_for_Italy


The Role of Hybrid Testing for V&V and Safety Assurance 

cloud-based geo-distributed infrastructure

ω to be connected with ŜȄǘŜǊƴŀƭ ƭŀōƻǊŀǘƻǊƛŜǎ ŀƴŘ ŎǳǎǘƻƳŜǊΩǎ ŦŀŎƛƭƛǘȅ

ω to share simulation and emulation tools;

ω to access computational resources for Big Data analysis.

ω to become a reference & accredited laboratory

P-CAR is coherent with the EC Industrial Action Plan⅞⅞⅞⅞ for the European automotive 

sector⇔* asking to  Create a large-scale distributed pilot facility in 2026/2027 that will 

serve as a collaborative environment for industry for Software-Defined Vehicles and AI 

engineering and as a testbed for innovation in application layers

*Brussels, 5.3.2025 COM(2025) 95 final 

¢L9w м h9a



P-CAR Services

0

RF interferences

Communication faults

Signalin Space 

faults

Perception faults

Communication 

degradation
Perception quality 

degradation

IMU faults

ᵔ virtualisedoperationalenvironment

ᵔ Injection of faults to testing edge cases that are difficult to discover in field tests

ᵔ V&V of the user terminal

ᵔ Assessmenthazard and safetyrisk analyses

The P-CAR Laboratory is designed as an independent testing facility to be accredited 
at European level  for testing and validating  Positioning, Telecom and Cybersecurity 
technologies for the Connected and Autonomous driving applications

Hardware -in -the -Loop setup MɅʬȡɶɐɅɃǸɅʌẁǩǍɾǸǱg¸ññ Environment and vehicle modelling
including perception sensors ¢9[9/ha ϧ /ȅōŜǊǎŜŎǳǊƛǘȅ



P-CAR Operational Modes

Hardware in the Loop

Starting from the customerôshazard and

safety risk analysis , P-CARwill:

ỏ reproduce the operational

environment where the system is to be

tested

ỏ inject faults typical of the selected

environment

ỏ analyse the results

ỏ collect the results into a report.

Exaples of testing environments

{ŀŦŜǘȅ ǊŜǉǳƛǊŜƳŜƴǘǎ
CǳƴŎǘƛƻƴŀƭ {ŀŦŜǘȅ όL{h нснснύ

{h¢LC π{ŀŦŜǘȅ ƻŦ ǘƘŜ LƴǘŜƴŘŜŘ 

CǳƴŎǘƛƻƴŀƭƛǘȅ όL{h нмппуύ

/ȅōŜǊǎŜŎǳǊƛǘȅόL{h нмпопύ



P-CAR Hardware in the Loop Laboratory

Evaluate performance metrics and the safety level on the basis of the ODD

Exploitation of AI and Big Data analysis

Mobility and vehicle dynamics

Global and local hazards models

Environmental conditions

Input data

GNSS (RF signals, SBAS)

IMU, cameras,LiDAR

Satcom, Cellular, V2X



Mobile -Lab for GNSS, Lidar, Camera, IMU data acquisition and processing. Ground truth unit for independent and trustable 
reference trajectory against which to evaluate the performance of each sensor in the position domain. Storage and playback 
processing for performance and safety assessment and for training AI algorithms. Data acquisition rate 8h @1.5Gb/s with local  
storage of 6TB. The standardised set -up can be installed on different vehicles and a motorcycle to get a massive data set 

Sensor data acquisition and processing facility 

Green light to the STEV project - Multi Sensor Positioning for Connected and Autonomous Vehicles* | Radiolabs

aǳƭǘƛπǎŜƴǎƻǊ 
h.¦

Third-party 
sensors and/or 
ad hoc systems 
including self-
standing ADAS 
equipments

https://www.radiolabs.it/en/green-light-to-the-stev-project-multi-sensor-positioning-for-connected-and-autonomous-vehicles/
https://www.radiolabs.it/en/green-light-to-the-stev-project-multi-sensor-positioning-for-connected-and-autonomous-vehicles/
https://www.radiolabs.it/en/green-light-to-the-stev-project-multi-sensor-positioning-for-connected-and-autonomous-vehicles/


EMERGE -  Testbed for Connected Vehicles Applications

aƻōƛƭŜ 9ŘƎŜ /ƻƳǇǳǘƛƴƎ

The EMERGE project - Light Commercial Vehicles with Emerging 
¢ŜŎƘƴƻƭƻƎƛŜǎ ŦƻǊ άŜǾŜǊȅŘŀȅέ ŀƴŘ άŜƳŜǊƎŜƴŎȅ ŀƛŘέ ƻǇŜǊŀǘƛƻƴǎ - has 
provided innovative services for smart mobility,  through the 
integration of advanced technologies for high integrity 
positioning, multi-bearer sat & terrestrial coms and cybersecurity

EMERGE architecture

Green Light to EMERGE | Radiolabs


